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What are the Building Blocks of 
a “Security Architecture”

� Standard ways for enumerating “things we 
care about”

� Languages for encoding high fidelity 
information about how to find the “things we 
care about”

� Repositories of content in languages for use in 
communities or individual organizations

� Adoption/branding and vetting programs to 
encourage adoption by tools and services
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The Building Blocks Are:
� Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE), 
malware (CME), attack patterns (CAPEC), weaknesses in 
code/design/architecture (CWE)

� Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL),

software security patterns (SBVR), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), information messages 
(CAIF & *DEF) 

� Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations
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Common Vulnerabilities and Exposures 
(CVE)

� CVE: Enabling fast, accurate correlation of 
vulnerability information across the security industry  

� Key tenets
– one identifier for one vulnerability
– dictionary of standardized 

descriptions for vulnerabilities 
and exposures

– publicly accessible for review 
or download from the Internet

– international scope
– industry participation in open 

forum (editorial board)
– compatibility program for 

products & services
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Finding and sharing vulnerability information has 
been difficult:   The Same Problem, Different Names

Which has been caused by the rule, “Whoever finds it, names it”

Organization Nam e

CERT CA-96.06.cgi_example_code

CyberSafe Network: HTTP ‘phf’ A ttack

ISS http-cgi-phf

AXENT phf CGI allows remote command execution

Bugtraq PHF A ttacks – Fun and games for the whole family

BindV iew #107 – cgi-phf

Cisco #3200 – W W W  phf attack

IBM  ERS Vulnerability in NCSA/Apache Example Code

CERIAS http_escshellcmd

NAI #10004 - W W W  phf check

Along with the new rule, “Whoever finds it, gets a CVE name for it”

The adoption of CVE Names by the Security 
Community is starting to address this problem



The CVE List provides a path for integrating 
information on Vulnerabilities and Exposures
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Vulnerability Databases

Legacy 
SubmissionsAXENT, BindView, 

Harris, Cisco, CERIAS
Hiverworld, SecurityFocus, 
ISS, NAI, Symantec, Nessus

New Submissions
650–800 per/month

ISS, SecurityFocus, 
Neohapsis, NIPC CyberNotes

New Public 
Vulnerabilities

Where the CVE Items Come From

CVE Content 
Team

~ pre-1999

Alerts & 
Advisories 

w/candidates
40–150

per/month
Zero Day 

Public 
Vulnerabilities

CVE Editorial Board

Items with
Unique

CVE Names

~23,306~23,306



Status
(as of Apr 5, 2007)
• 23,306 unique CVE names

CVE Growth

Unique CVE Names



DoD’s Information Assurance Vulnerability 
Alerts (IAVAs) use CVE names

CVE-names



The SANS Institute Top Twenty Lists use CVE names

Cross-Platform

http://www.sans.org/top20/ http://www.sans.org/top20/ 

Windows
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DoD 8500.2 IA Implementation Instruction gives 
preference to products supporting CVE & OVAL

The following appears for all three Mission Assurance Categories
of DOD systems: 

VIVM-1 Vulnerability Management:
A comprehensive vulnerability management process …
automated vulnerability assessment or state management tools …
regular internal and external assessments are conducted … For 
improved interoperability, preference is given to tools that 
express vulnerabilities in the Common Vulnerabilities and 
Exposures (CVE) naming convention  and use theOpen 
Vulnerability Assessment Language (OVAL) to test for the 
presence of  vulnerabilities.

Mission Assurance Category IMission Assurance Category I

Mission Assurance Category IIMission Assurance Category II

Mission Assurance Category IIIMission Assurance Category III

http://www.nstissc.gov/html/library.htmhttp://www.http://www. nstisscnstissc ..gov/html/librarygov/html/library ..htmhtm



.

Federal departments and agencies should…

1. give substantial consideration to the acquisition and use of 
security-related IT products and services that are 
compatible with the CVE naming scheme.

2. periodically monitor their systems for applicable vulnerabilities 
listed in the CVE naming scheme.

3. use the CVE vulnerability naming schemein their descriptions 
and communications of vulnerabilities

National Institute of Standards and Technology (NIS T):  
Policy on the Use of CVE and CVE-Compatible product s

http://csrc.nist.gov/publications/nistpubs/800-51/s p800-51.pdfhttp://csrc.nist.gov/publications/nistpubs/800-51/s p800-51.pdf
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CVE Compatibility Program
(as of 5 May 2007)

Now at 270 products and services from 152 organizations
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Computer Associates , IBM/ISS
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Open Vulnerabilities and Assessment 
Language (OVAL)

� OVAL Language
– express specific machine states
– standardize the transfer of information
– XML based defined by XML Schema
– compatibility program for products & services

� OVAL Repository
– promote open and publicly available content
– central meeting place

� open community standard
– to facilitate sharing
– open up the details
– utilize community expertise
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� Three separate XML schemas
– OVAL System Characteristics 

Schema
– OVAL Definition Schema
– OVAL Results Schema

� Schema structure
– core schema
– individual component schemas

Natural for software authors to
provide expertise

in shaping these schemas.
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System Details

Registry

Files

RPMs

Processes

texttext

The Language

Security Bulletin

Configuration Guide

Asset Description

<XML
>

<XML
>

Vulnerability Assessment

Asset Management

Report Generation

system

details
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Details: DoD Enterprise Licenses for
Scanning & Remediation Tools

DoD Vulnerability Scanning Tool

DoD Remediation Tool
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OVAL Compatibility Program
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(version 5 launched June 2006)
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Common Weakness Enumeration      
(CWE)

� dictionary of weaknesses
– weaknesses that can lead to exploitable vulnerabilities (i.e. CVEs)
– the things we don’t want in our code, design, or architecture
– web site with XML of content, sources of content, and process used 

� structured views
– currently provide hierarchical view into CWE dictionary content 
– will evolve to support alternate views

� open community process
– to facilitate common terms

/concepts/facts and
understanding

– allows for vendors, developers,
system owners and acquirers

to understand tool capabilities
/coverage and priorities

– utilize community expertise
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Vulnerability Type Trends:
A Look at the CVE List (2001 - 2006)



Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs

Cross-site scripting (XSS) (79)
• Basic XSS (80)
• XSS in error pages (81)
• Script in IMG tags (82)
• XSS using Script in Attributes (83)
• XSS using Script Via Encoded URI Schemes (84)
• Doubled character XSS manipulations, e.g. '<<script’ (85)
• Invalid Characters in Identifiers (86)
• Alternate XSS syntax (87)
• Mobile Code: Invoking untrusted mobile code (494)

Cross-site scripting (XSS) (79)
• Basic XSS (80)
• XSS in error pages (81)
• Script in IMG tags (82)
• XSS using Script in Attributes (83)
• XSS using Script Via Encoded URI Schemes (84)
• Doubled character XSS manipulations, e.g. '<<script’ (85)
• Invalid Characters in Identifiers (86)
• Alternate XSS syntax (87)
• Mobile Code: Invoking untrusted mobile code (494)

Buffer Errors (119)
• Unbounded Transfer (classic overflow) (120)
• Write-what-where condition (123)
• Boundary beginning violation ('buffer underwrite') (124)
• Out-of-bounds Read (125)
• Wrap-around error (128)
• Unchecked array indexing (129) 
• Length Parameter Inconsistency (130) 
• Other length calculation error (131) 
• Miscalculated null termination (132) 
• String Errors (133) 
• Often Misused: Path Manipulation (249)

Buffer Errors (119)
• Unbounded Transfer (classic overflow) (120)
• Write-what-where condition (123)
• Boundary beginning violation ('buffer underwrite') (124)
• Out-of-bounds Read (125)
• Wrap-around error (128)
• Unchecked array indexing (129) 
• Length Parameter Inconsistency (130) 
• Other length calculation error (131) 
• Miscalculated null termination (132) 
• String Errors (133) 
• Often Misused: Path Manipulation (249)

Relative Path Traversal (22)
• Path Issue - dot dot slash - '../filedir’ (24)
• Path Issue - leading dot dot slash - '/../filedir’ (25)
• Path Issue - leading directory dot dot slash - '/directory/../filename’ (26)
• Path Issue - directory doubled dot dot slash - 'directory/../../filename’ (27)
• Path Issue - dot dot backslash - '..\filename’ (28)
• Path Issue - leading dot dot backslash - '\..\filename’ (29)
• Path Issue - leading directory dot dot backslash - '\directory\..\filename’ (30)
• Path Issue - directory doubled dot dot backslash - 'directory\..\..\filename’ (31)
• Path Issue - triple dot - '...’ (32)
• Path Issue - multiple dot - '....’ (33)
• Path Issue - doubled dot dot slash - '....//’ (34)
• Path Issue - doubled triple dot slash - '.../...//’ (35)

Relative Path Traversal (22)
• Path Issue - dot dot slash - '../filedir’ (24)
• Path Issue - leading dot dot slash - '/../filedir’ (25)
• Path Issue - leading directory dot dot slash - '/directory/../filename’ (26)
• Path Issue - directory doubled dot dot slash - 'directory/../../filename’ (27)
• Path Issue - dot dot backslash - '..\filename’ (28)
• Path Issue - leading dot dot backslash - '\..\filename’ (29)
• Path Issue - leading directory dot dot backslash - '\directory\..\filename’ (30)
• Path Issue - directory doubled dot dot backslash - 'directory\..\..\filename’ (31)
• Path Issue - triple dot - '...’ (32)
• Path Issue - multiple dot - '....’ (33)
• Path Issue - doubled dot dot slash - '....//’ (34)
• Path Issue - doubled triple dot slash - '.../...//’ (35)
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� AppSIC
� Cenzic 
� CERIAS/Purdue University
� CERT/CC 
� Cigital
� CodescanLabs
� Core Security
� Coverity
� Fortify 
� Gramma Tech
� IBM Interoperability Clearing House
� JHU/APL
� JMU
� Kestrel Technology
� KDM Analytics
� Klocwork
� McAfee/Foundstone
� Microsoft 
� MIT Lincoln Labs 
� MITRE
� North Carolina State University
� NIST

� NSA
� Oracle 
� Ounce Labs
� OWASP 
� Palamida
� Parasoft
� PolySpace Technologies
� proServices Corporation
� SANS Institute
� SecurityInnovation
� Secure Software
� Security University
� Semantic Designs 
� SofCheck
� SPI Dynamics 
� SureLogic, Inc.
� UNISYS
� VERACODE
� Watchfire 
� WASC
� Whitehat Security, Inc.
� Tim Newsham

Initial Set of Organizations Volunteering to 
help with the Common Flaw Enumeration

Current Community Contributing to the 
Common Weakness Enumeration



Using A Unilateral NDA with MITRE to Bring in Info
Purpose: 
� Sharing the proprietary/company confidential information contained in the 

underlying Knowledge Repository of the Knowledge Owner’s Capability for the 
sole purpose of establishing a public Common Weakness Enumeration (CWE) 
dictionary that can be used by vendors, customers, and researchers to 
describe software, design, and architecture related weaknesses that have 
security ramifications.  

� The individual contributions from numerous organizations, based on their 
proprietary/company-confidential information, will be combined into a 
consolidated collection of weakness descriptions and definitions with the 
resultant collection being shared publicly.  

� The consolidated collection of knowledge about weaknesses in software, 
design, and architecture will make no reference to the source of the 
information used to describe, define, and explain the individual weaknesses.

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture. Coverity
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[cwe.mitre.org/data/definition/79.html][cwe.mitre.org/data/definition/79.html]
CWE-79  Cross-site scripting (XSS)
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CWE Compatibility & Effectiveness Program

11
21
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( launched Feb 2007)
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Coverage of CWE
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• Based on Claim in Tool Data
• Some are web some source
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Covered CWEs - By Number of Tools 
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Acronyms
BSI Build Security In
BUF Buffer Errors
CAIF Common Announcement Interchange Format
CAPEC Common Attack Pattern Enumeration and 

Characterization
CBK Common Body of Knowledge
CCE Common Control Enumeration
CEE Common Event Expression
CIS Center for Internet Security
CLASP Comprehensive Lightweight Application Security 

Process
CME Common Malware Enumeration
CPE Common Package Enumeration
CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
CWE Common Weakness Enumeration
DHS Department of Homeland Security
DIACAP Department of Defense Information Assurance 

Certification and Accreditation Process
DoD Department of Defense
DOT Relative Path Traversal Errors
DISA Defense Information Systems Agency

eMASS Enterprise Mission ��Assurance Support System

FIDEF Forensic Investigation Description and Exchange 
Formats

FISMA Federal Information
HTMEF Hazard & Threat Description and Exchange Formats
IA Information Assurance
IAVA Information Assurance Vulnerability Assessment
IODEF Incident Object Description and Exchange Formats
IT Information Technology
MAEC Malware Attribute Enumeration and Characterization

NIST National Institute of Science and Technology
NSA National Security Agency
NVD National Vulnerability Database
OMB Office of Management and Budget
OMG Object Management Group
OSD Office of the Secretary of Defense
OVAL Open Vulnerability and Assessment Language
OWASP Open Web Application Security Program
PLOVER Preliminary List Of Vulnerability Examples for 

Researchers
SAMATE Software Assurance Metrics
SBVR Semantic Business Vocabulary and Rules
SCAP Security Content Automation Protocols
SCDEF Secure Configuration Description and Exchange 

Formats
SEDEF Security Event Description and Exchange Formats
SFDEF Susceptibility & Flaw Description and Exchange 

Formats
SIM Security Information Manager
STIGs Security Technical Implementation Guides
SwA Software Assurance
US-CERT United States Computer Emergency Response 

Team
VEDEF Vulnerability & Exploit Description and Exchange 

Formats
WASC Web Application Security Consortium
XCCDF eXtensible Configuration Checklist Document 

Format
XSS Cross-Site Scripting
XML eXtensible Markup Language


